RECAST SOFTWARE

Reach Essential Cybersecurity Insurance
Requirements with Recast Software

As cyber threats increase in frequency and sophistication, many organizations are seeking protection
through cybersecurity insurance policies to mitigate the financial risks associated with data
breaches, ransomware attacks and other cyber-related losses. While requirements vary by insurance
provider, below you'll find the most common cybersecurity insurance requirements and see how Recast
Software's suite of Endpoint Management products helps to proactively solve many critical
compliance requirements.

Common Cybersecurity Insurance Requirements

Risk Assessment

Insurance companies often require a comprehensive risk assessment of your organization's current
cybersecurity posture to evaluate current security measures, network infrastructure, incident response
capabilities and more.

Security Controls
Insurance providers may require evidence that your organization has implemented certain security
controls and best practices, such as firewalls, encryption protocols, software patching and more.

User Access Control

Providers typically require the active management of user accounts and access privileges that reduce
unauthorized access and misuse of systems.
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Incident Response Plan
Many insurers require a well-defined and documented incident response plan, including steps for
detecting, containing and responding to cyber incidents.

Data Protection Measures
Organizations typically must demonstrate robust data protection measures, which involve data
encryption, access controls, reqgular backups and more.

Employee Training
Providers may require evidence of ongoing cybersecurity awareness and training programs for
employees, as educating staff can drastically reduce the likelihood of successful cyberattacks.

Incident History
Insurance underwriters may request information regarding your organization's previous cyber incidents
and breaches, which details the type of incidents and steps taken to address them.

It's important to note that requirements vary by insurance provider. We recommend consulting with
insurance professionals or brokers who specialize in cyber insurance to understand the specific
requirements for the policy you are seeking.

Reach Compliance with Recast Software

Recast Software helps you meet core cyber insurance requirements related to encryption protocols,
secure configurations, regular software patching, vulnerability assessments, user access controls,
and more.

Common Cybersecurity Insurance Requirements: Recast Software Solutions:

Right Click Tools — BitLocker Compliance Dashboard, Remote

Ensuring all data is properly protected and encrypted Windows Security

Endpoint Insights — BitLocker Dashboard, TPM Status Dashboard

Right Click Tools — Mitigate compliance drift with endpoint

. . . . configuration changes at scale
Ensuring secure device configurations

Privilege Manager - Policy-based secure configuration solution

Right Click Tools — Software Update Deployment Status

. Dashboard, Remote Software Center
Applying new software patches promptly

Application Manager — Third-party patching and automation
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Common Cybersecurity Insurance Requirements: Recast Software Solutions:

Right Click Tools — Remote Windows Security, Software Update
Deployment Status Dashboard, Remote Software Center
Assessing and remediating vulnerabilities Endpoint Insights — Most Vulnerable Computers Online Report,
Software Update Status Dashboard, Endpoint

Protection Reports

Privilege Manager — Privileged Access Management solution

Managing user accounts and privileges Right Click Tools — System Information tool

Endpoint Insights — Members of a Local Computer Group report

Recast Software Solutions at a Glance

3T RIGHT CLICK TOOLS

Adds power and speed to ConfigMgr to quickly locate and act on security issues important to
procuring cybersecurity insurance.

e The BitLocker Compliance Dashboard enables you to quickly ensure all devices are properly
encrypted. Utilize Remote Windows Security to make any changes needed.

® Keep up to speed on software updates with the Software Update Deployment Status
Dashboard where you can utilize the Remote Software Center feature to kick off any missing
updates on your endpoints.

e Quickly make configuration changes at scale. Right Click Tools actions can be taken on
collections of endpoints to bring them back to a compliant state.

e Gaininsight into user accounts that have local admin privileges on devices. Then easily and
quickly remove unnecessary accounts.

(' ENDPOINT INSIGHTS

Bring critical data and reporting directly to your ITSM, enabling you to quickly provide necessary
information during cybersecurity insurance assessments and more broadly as you manage
your environment.

e Keep track of endpoint encryption with the BitLocker Dashboard and TPM Status Dashboard.

e Complete a vulnerability assessment utilizing the Most Vulnerable Computers Online report and
a suite of Endpoint Protection reports. Quickly act on the issues uncovered.

e | ocate user accounts that have local admin privileges at scale with group membership reports.
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i’ﬁ APPLICATION MANAGER

Ensure all third-party applications are up to date with automated monitoring, packaging, and
deployment while still maintaining the ability to configure how and when updates are deployed. Avoid
potential breaches that can arise from leaving software unpatched and open to exploit. Keep track of
when updates were deployed with built-in reporting.

fﬁ PRIVILEGE MANAGER

Reel in control of end-user access in your environment. Privilege Manager empowers you to
automatically remove unwanted user accounts from local groups including the local administrator
group. Provide just-in-time access where needed with secure self-service elevation.

About Recast Software

We're obsessed with information technology and how to better manage it.

We are a dedicated group of Systems Administrators and tech-savvy product experts that love what we do
and the IT community we do it with.

We empower IT teams and enable them to create highly secure and compliant environments.
We are a rapidly growing software company with solutions used by thousands of enterprise organizations in

more than 125 countries, impacting millions of devices, and (more importantly] the people who use them.
Learn more at Recast Software.
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